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Observability is growing fast

The importance of observability is increasing.
Use cases are more diverse.
Observe everything is the mindset.



Metrics

Logs
Traces

And more

There’s a problem

The volume, variety and velocity of data will exceed the 
scalability of the observability solutions.

Finding answers and root-cause will be impossible with 
human-powered correlation. Automated answers and 
causation is required.



Problems with state-of-the-art technology

Data explosion

Multi-cloud environment, 
serverless architecture, … 

results in vast increase 
of data.

How can I address the 
data ingest barrier?

Increasing costs

More data means 
higher costs! Can I afford 

data retention?

Why do I have to decide 
which data will be relevant 

for my business?

Cost / value pain

I need better analytics!
Which insights do I get for 

(paid) data? 

“Rehydration” is 
inefficient and slow! How 

to manage data?



Next Gen Analytics Engine

Grail™
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Grail core technology powers all platform modules
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Grail
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Deliver answers and intelligent automation from data

Smartscape
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Decide relevant 
indexes before ingest

Wait for new logs to arrive

Simple keyword search

Statistical 
approximate 
(sampled) 
summaries

Limited query operators Full historical analysis

Decide what is relevant 
in the logs at any time

Unlimited transforming, restructuring of all raw logs

Powerful data exploration & 
transformation with DQL

100% precision 
insight into all 
data stored
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Logs powered by Grail – Advantages over industry standard

Indexed Database

…vs Grail™



Log Management & Analytics – Architecture
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Data 
processing 

pipeline

Dynatrace 
Query 

Language
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Dynatrace Query Language

fetch logs 
| filter loglevel == "SEVERE" or loglevel == "ERROR"
| summarize count = count(), by:{bin(timestamp, 5m), loglevel} 
| sort count desc
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DYNATRACE QUERY LANGUAGE           - BUILT WITH POWER AND PURPOSE  DQL Example
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Demo



v

C ON F I DE N T I A L 13

Log Viewer
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Troubleshooting with logs in context
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Log Viewer
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Advanced log use cases with DQL

fetch logs
| filter loglevel=="ERROR" and k8s.namespace.name=="prod“
| summarize count = count(), by:{bin(timestamp, 5m), dt.process.name}
| filter count > 10
| sort count desc

Deployment verification – Find failure traces logged more than 10 times within a 5-minute interval.

fetch logs
| filter status=="ERROR“
| parse content, "LD, IPADDR:ip“
| summarize errorcount = count(), by:{ip}
| sort errorcount desc

Fault isolation – Are the error logs correlated 
with too many requests from the same IP?

fetch logs, from:now()-1y 
| filter endsWith(log.source, "audit.log") and contains(content, "Unknown user name or bad password")
| parse content, "DATA 'Failed:' DATA 'Account Name:' BLANK LD?:’userId' EOLWIN DATA 'Account Domain:' BLANK LD?:’accountDomain' EOLWIN" 
| summarize loginAttempts=count(), by:{bin(timestamp,1d), userId} 
| sort attempts desc

Audit & forensics – Is that a malicious user? Check the audit logs for user input patterns for last 12 months.

fetch logs, from:now()-3h 
| filter dt.process.name=="cartservice cartservice-*"
| filter contains(content, "AddItemAsync") 
| parse content, "LD 'userId=' LD:userId ', productId=' LD:productId ', quantity=' INT:productQuantity" 
| fields productId , productQuantity 
| summarize averageProductQuantity = avg(productQuantity), by:{productId} 
| sort averageProductQuantity desc 
| limit 5

Business analytics – What are the most popular products in our online store?
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