PRESENTER

Tania Bayer
Security Specialist

PRESENTER

Robin Whyss
Lead Security SE

Application Security

Usergroup-Treffen Karlsruhe, 12. Oktober 2023

PRESENTER

Rob Vissers
Regional Director Security

iwpdynatrace



What is the value?
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Analytics and Automation for Unified Observability and Security CLOUD DONE RIGHT.
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100+ BUILT-IN USE-CASES IN 20+ CATEGORIES

Leverage platform engineering in the Dynatrace platform right away
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. Actual development work

Finding creative ways
to get around my company's
. terrible security policies

Q



DevSecOps

Pre-deployment
security

Runtime
s EC observability &
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Missing Governance,

Blindspots &
Incomplete Coverage
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The modern application

w (Third Party) Libraries

Container Image

Container orchestrator

Q



The modern application

Attack Protection
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Custom code
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Container orchestrato

Vulnerability Analytics
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vulnerability assessment
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Threat Modelling
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VULNERABILITY SCANNING
Dynatrace OneAgent

Research that found while only 22% of organizations say they have developed a DevSecOps strategy, 62% of organizations have a plan or are
evaluating use cases for it, showing significant future growth r’ I



Analytics and Automation for Unified Observability and Security CLOUD DONE RIGHT.
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Observability + Security: Real-time Security

Dynatrace continuously observes, learns and auto-adapts to changes in real-time to detect security problems automatically
(even the ones you never anticipated).

Prioritized by impact

Detect attacks in real-time

See processes and containers
Identify vulnerabilities at runtime

Block attacks before they are successful

Context information

Confidential
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Dynatrace Application Security

Full-stack analysis
of the entire environment
Where are the weak spots?

Vulnerabilities — assets — exposure
Overview without scanning lists etc.

©
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Third-party vulnerabilities
Detect vulnerabilities and
assess their risk in real-time

Code-level vulnerabilities
Find vulnerabilities in custom
code

» Al-assisted risk assessment in real time

6:6 Continuous runtime & forensic analytics
How is the environment being used?
Observability Traces — attacks - logs

Runtime Application Protection
Detect and block attacks in real-
time
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Use Case: Log4Shell - detect and mitigate new critical vulnerabilities

= Reduce risk by O
identifying vulnerabilities @ ' ' Assessment U
NVD

at runtime in real-time

. . Vulnerability listed AppSec vulnerability First vulnerabilities detected and
VUlner?)z”thi){SSE“ShEd in datab)!ases catalog updated shown with Davis Security Score
= Save time with context-
based risk assessment
and prioritization
Dec10, 00:40am*  Dec10, 10:45am Dec 10, 10:50am Dec 10, 11:05am
mlmw PubNcintaoet xFosiIe e
* Improve DevSecOps setie deis e (0
collaboration across

teams with a
consolidated view and
context information

Dynatrace identified Log4Shell in production apps minutes after it became known
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= CHASE O signin Q

New critical vulnerability

Want a career in architecture & engineering? >

= Static scans / file system search The Log4Shell chronicles, Part 1: Holiday frenzy

Can take a long time
High false-positive rate (files not in use)

Prevention and Remediation

. Mlght miss some instances (fat‘jar, renamed files) It took all the technology teams]at JPMC to solve the problem. Working together, they
= Does it cover containers? performed 9,000 daily builds Jnto the test environment, ran more tharh(]l@ﬂﬂ software |

update release security scans and patched/upgraded 5,500 compute assets, 4,300 storage
nodes, 2,300 database instances, 21,000 web instances, 42 Gaia pools and 200,000 VDI
instances in the last month of 2021. It was definitely a busy way to end the year!

= Repository scan / run-pipelines Statu
- Significant effort SEY i

. . - i 1S - -
= Does not cover all appllcatlons (e'g- COTS) Talented people - Our team's dedication is the biggest reason for our success. As the
= False positives (“braries not used in prod UCtiOﬂ) holidays approached, more Log4j2 vulnerabilities were found and additional patches were

0 remediate them. Our teams|gave up their vacationftime andjworked around
_t

he clockfto rapidly implement fixes thaUminimized the 1irms exposure.

e ;
industries using Java-based applications. On the eve of one of the busiest shopping and travel

| H O W t O p ri O r i t i Z e ? seasons of the year, software powering government agencies, health care organizations and

banks was suddenly compromised by Log4Shell.

What is Log4Shell and why is it so dangerous?

= This often ends in war rooms, over-time,
excel files beeing sent around, etc.

https://www.chase.com/digital/resources/next-at-chase/architecture-engineering/log4shell-chronicles-part-1
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Customer example: CVE-2022-42889 (Text4Shell)

= Repository scan alerted on CVE-2022-42889
= Critical vulnerability (CVSS 9.8) affecting apache-

commons-text

= “alibrary focused on algorithms working on strings”

= Application that uses spring-data-solr

= Depends on apache-solr
= Depends on apache-commons-text

= Runtime analysis showed that the library was

not loaded (not used)

= Spring Data Solr is end of life

= To be replaced by Spring Data Elasticsearch

open/ source/insights commons-text

Maven artifact

- —
org.apache.commons:commons-text
Overview Dependencies Dependents Compare Versions

Direct 1352

Indirect 7125

Note: Due to the large number of dependents, we show only a sample in the list below.

Artifact Version
ca.uhn.hapi.fhir:hapi-fhir-base 6.0.1
cn.herodotus.engine:assistant-core 2.7.23
com.centit.support:centit-utils 5.3.2302
com.gitee.zodiacstack:zodiac-commons 1.5.18
com.github.liaomengge:base-common-utils 3.0.0.RELEASE
com.github.spotbugs:spotbugs 4.7.2

19 ~

Maven ~

https://deps.dev/maven/org.apache.commons%3Acommons-text/1.9/dependents
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DevSecOps

Integrated pre-deployment
security with
Runtime observability and security

DEV

N

Full Governance
No Blindspots &
Complete Coverage
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Large Insurance Customer example

NATIONAL VULNERABILITY
DAT/ E

Vuln detected Manual Alerts {Security / Ops / Devs) — Detect, Diagnose, Prioritise, Allocate (Devs) — Remediation
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> 96 hours

NATIONAL VULNERABILITY
DATABASE

NVD 95% reduction in vuln risk
remediation time

"With Dynatrace's AppSec
Solution, we've improved critical
vulnerability remediation from

96hrs to 4hrs”

Auto Detect,

Vuln detected Prioritise, Ticket

After AppSec

(Devs) — Remediation

CONFIDENTIAL




NIS 2 - Response Obligations Timeline in the event of a significant
incident or cyberthreat

Occurrence of a

significant Within 72 Within one month
. hours : after the submission
incident”™ or
cyber threat” I OF the first report
I
|
| I
An imitial notification to An incident notification ‘ h"m‘“ﬂ“”
v competent authorities or ) 0 update the previous o relevant status updates, a detailed description of the incdent, 3
the CSIRT, indvcating Irformation and mdicate an seventy and mpact,
| whether & (s suspected of ' Intial assedsment of the I I « the type of threat or 100t cause that likely
' being causod by uniawful or ' wgnificant iInGdent, Inchuding . ' triggered the incdent
malioous acts or could have its severity and impact, as - apphed and ongong mitigation measures
| across-border impact | well as, where available, the |
Indicators of comgromise
If the incident is still angoing st that time
I entities should provede
« @aprogress report at that teme
| « and a final report within one month of
Source: NIS2 thesr handling of the incxdent
@ Final Text, |

yogosha Mkb ‘ ‘ 13
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Example for ROI

CONFIDENT...c

Q

Improve Productivity

Reduce Developer Time Spent Identifying and Remediating Known Vulnerabilities in OSS Libraries

After a new critical or high vulnerability has been alerted, developers spend time trying to detect not only which parts of the application and code contain
the vulnerability, but also need to:

1.Document vulnerability locations (process, applications, containers, hosts)

2.Diagnose appropriate remediations

3.Prioritise application of remediations

4 Allocate remediation of vulnerabilities to fix

5.Verify remediation and rollout

Security and developers rarely know where vulnerabilities are, with environment technologies and versions constantly changing, manual searching,
scanning, documenting is very time consuming.

Our observability context and built-in Al & Automation address a gap in runtime vulnerability assessment that most companies struggle to address with existing security
tools. With our approach you can:

* Identify vuinerabilities better with continuous surveillance in runtime production environments

* Prioritize vulnerabilities using Al with better production environment context

= Operationalize & remediate with automation

$122,790

60,000 10 % $40.93 =
1st Year benefit based on 50% of
potential annual value
Develggev Hours nt 30% Reduction in Developer Time Hourly Rate - Developer FTE Fully
Troubleshooting and Fixing Spent Identifying and Prioritising Burdened
Vulnerabilities Vuinerabilities
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