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What is the value?

Value is clear 
for the 
observability 
platform: 

But what is the 
value of the 
application 
security option?

What is this?

Dynatrace: Application 
Security but with 
much more context.



Analytics and Automation for Unified Observability and SecurityAnalytics and Automation for Unified Observability and Security CLOUD DONE RIGHT.
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DevSecOps

Pre-deployment 
security

Runtime 
observability & 

security

Missing Governance, 
Blindspots & 

Incomplete Coverage
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Custom code

(Third Party) Libraries

Language Runtime

Container Image

Container orchestrator
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Custom code

(Third Party) Libraries

Language Runtime

Container Image

Container orchestrator

Vulnerability AnalyticsAttack Protection
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Shift Left
Dynatrace OneAgent

PLAN CODE 
development

BUILD TEST DEPLOY RUNRELEASE

security education 

/

Threat Modelling

/

Policies

white box 

testing

black box 

testing

vulnerability 

assessment

vulnerability assessment 

/ 

pen test 

/

Threat intelligence

SAST / SCA

VULNERABILITY SCANNING

WAF/ 

RASP

Pre-Prod Prod

DAST / IAST

Research that found while only 22% of organizations say they have developed a DevSecOps strategy, 62% of organizations have a plan or are 
evaluating use cases for it, showing significant future growth
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SVG Version



12Confidential

Observability + Security: Real-time Security

Dynatrace continuously observes, learns and auto-adapts to changes in real-time to detect security problems automatically 
(even the ones you never anticipated).

See processes and containers

Detect attacks in real-time

Prioritized by impact

Identify vulnerabilities at runtime

Block attacks before they are successful

Context information
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Full-stack analysis
of the entire environment
Where are the weak spots?
Vulnerabilities – assets – exposure
Overview without scanning lists etc.

AI-assisted risk assessment in real time

Continuous runtime & forensic analytics
How is the environment being used?
Traces – attacks - logs Observability

Security

Automation IntelligenceThird-party vulnerabilities
Detect vulnerabilities and 
assess their risk in real-time

Code-level vulnerabilities
Find vulnerabilities in custom 
code

Runtime Application Protection
Detect and block attacks in real-
time
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Use Case: Log4Shell – detect and mitigate new critical vulnerabilities

Dec 10, 00:40am*

Vulnerability published
on GitHub

Vulnerability listed 
in databases

Dec 10, 10:45am Dec 10, 10:50am

AppSec vulnerability
catalog updated

Dec 10, 11:05am

First vulnerabilities detected and 
shown with Davis Security Score

Live feed Assessment

*All times in UTC

Dynatrace identified Log4Shell in production apps minutes after it became known

▪ Reduce risk by 
identifying vulnerabilities 
at runtime in real-time

▪ Save time with context-
based risk assessment 
and prioritization

▪ Improve DevSecOps 
collaboration across 
teams with a 
consolidated view and 
context information
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▪ Static scans / file system search
▪ Can take a long time
▪ High false-positive rate (files not in use)

▪ Might miss some instances (fat-jar, renamed files)

▪ Does it cover containers?

▪ Repository scan / run-pipelines
▪ Significant effort

▪ Does not cover all applications (e.g. COTS)
▪ False positives (libraries not used in production)

▪ How to prioritize?

▪ This often ends in war rooms, over-time, 
excel files beeing sent around, etc.

New critical vulnerability 

https://www.chase.com/digital/resources/next-at-chase/architecture-engineering/log4shell-chronicles-part-1
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▪ Repository scan alerted on CVE-2022-42889
▪ Critical vulnerability (CVSS 9.8) affecting apache-

commons-text

▪ “a library focused on algorithms working on strings”

▪ Application that uses spring-data-solr
▪ Depends on apache-solr

▪ Depends on apache-commons-text

▪ Runtime analysis showed that the library was 
not loaded (not used)

▪ Spring Data Solr is end of life
▪ To be replaced by Spring Data Elasticsearch

Customer example: CVE-2022-42889 (Text4Shell)

https://deps.dev/maven/org.apache.commons%3Acommons-text/1.9/dependents
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DevSecOps Integrated pre-deployment 
security with

Runtime observability and security

Full Governance
No Blindspots &

Complete Coverage
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Large Insurance Customer example
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NIS 2 – Response Obligations Timeline in the event of a significant 
incident or cyberthreat
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Example for  ROI
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Q&A
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